Securing CASE: 9
Putting the brakes on cyber "%
threats to keep you in :
the fast lane
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NEXT Forum: Cybersecurity Chall.ejgé’s in E;Vehi,cle

CASE and-the-risks-behind
Protecting CASE eco system
Trend Micro can help




CASE and
The Risks Behind

Hacker’s Motivation
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The Mobility Revolution

e Infotainment e L ogistics e Ride share ® Reduce emission
* Navigation e Cargo e Car share ® Reduce noise
* Remote diagnostics * Haling service e Shared parking - *Lower maintenance

e FOTA/ SOTA e Passenger car e Shared energy
e Use Based Insurance
* Fleet management
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Behind CASE
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' onetizing Cyberattacks on CASE

User PIl & user data (non-Pll)

* Phone contact, call history, text message, driving history, schedule...etc.
e App data & cloud data (Apple CarPlay, Android Auto), driving video recorder (Tesla's Sentry Mode)...etc.

Car itself & goods inside

e Remotely unlock the door steal the car itself or valuable goods that transport by autonomous car

Driving services

e Hacking and using cars’ services for moving contraband items, committing crimes, performing anonymous

movements, and other illegal acts %
/ _.__N

Stored energy u = |

e Stored battery energy in cars could potentially become a valuable commodity (V2G)

Network and processor resources

e Cybercriminals could install a botnet in a connected car and use network and CPU resources while the car is idle at
home for the night, or they could use the car as an initial access point to hack the power grid (infra/ cooperate
backend).
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Protecting CASE
Eco System

Regulation & Standard
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< Regulation, Standard and Best Practices

0 @_ Operating technology Information technology C Ifl b

OEM back-end Automotive player
Organization Connected car OEM production OT Vehicle infrastructure | services enterprise IT

AUTOMOTIVE ENGINEERING

UNECE 'WP.28 regulation on cybersecurity and software updates

NHTSA i for Modem Vehicles

Automated Driving
Systems 2.0

VDA Information Security
Assessment

IPA Approaches for Vehicle

Information Security
MIT National Guidelines for Developing the Standards System of the Telematics Industry
AutoSAR
1SO
SAE SAE 13061 ISO/SAE 2]434

SAE J3101

Setting the Standard for
Connected Cars' Cybersecurity

AUTOSIG Automotive SPICE

LMGTAIEY I Consumer Privacy Protection Principles (CPPP) for Vehicle Technologies and Services

-9 -
. Regulation/law .Standald . Best practice/framework e Draft/not published

10 https://www.mckinsey.com/industries/automotive-and-assembly/our-insights/cybersecurity-in-automotive-mastering-the-challenge @I’?EEE | research
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UNECE WP.29

11

UNECE WP.29 regulations focus on cybersecurity and software updates.
OEMs will need to show evidence of sufficient cyber-risk management practices

end to end.
This includes the demonstrated ability to deploy OTA software security fixes even

after the sale of the vehicle.

A 4

[ 5.1.1 (d) Detect and

respond to possible cyber
security attacks.

provide data forensic capability to
enable analysis of attempted or
successful cyber- attacks.

5.1.1 (e) Log data to support the
detection of cyber-attacks and

required under this Regulation through the
supply chain so as to demonstrate that supplier- [

[ 5.1.1 (a) Collect and verify the information

related risks are identified and are managed. )

5.1.1 (b) Document risks assessment (conducted during
development phase or retrospectively), test results and ’ TR E N D
mitigations applied to the vehicle type, including design J MIcRrRO

information supporting the risk assessment

[ 5.1.1 (c¢) Implement appropriate cyber security |

measures in the design of the vehicle type.
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ISO/SAE 21434

* Currently, ISO 26262 “Road vehicles — Functional safety” is not focused on
software development or detailing the cybersecurity infrastructure of car
subsystems.

* ISO/SAE 21434 “Road vehicles — Cybersecurity engineering” sets standards
specific to items for identification such as the use of embedded controllers, the
long lifecycle of vehicles, and the safety implications of these technologies in cars.

— The first standard that lays out clear organizational, procedural, and technical requirements
throughout the vehicle lifecycle.

o
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Risk Assessment

5. Overall cybersecurity management
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E Analysis Cybersecurity Cybersecurity Cybersecurity Organizational Information Management Tool Information
'% governance culture risk cybersecurity sharing systems management security
o management

Evaluation

Operations

End-of-support

management

ISO/ SAE 21434: Overall Cybersecurity Management chapter structure
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Protecting CASE
Eco System

Technical Implementations
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4. General considerations

5. Overall cybersecurity management

NO Out-of-Shelf Security Product/ Service

supplier capability

Annexes A-] (informative)
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Management (VSOC)
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Trend Micro™
Vision One™

Trend Micro Trend Micro™ Trend Micro™ Trend Micro™

IoT Security™ Mobile App Mobile Cloud One™
for Automotive Reputation Network and

Service TippingPoint®

Security

Comprehensive multi-layered solutions
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SMART PROTECTION
NETWORK

250M+  2.5T+  65B+
threat queries threats blocked

ZERO DAY
INITIATIVE

* Founded in 2005, Trend Micro's bug bounty

*  Powered by over 10,000 independent
researchers

* Contributing research from many different
areas including Automotive and loT

* Disclosed the most vulnerabilities in 2018/
2019
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Attacks Reach in-car Abnormal N N
device Behavior OTA Update Original Condition
B2 @

Vehicle . X % Blocked

pl_ Analyst

Monitoring
Incident Response Team

Isolate/Quararine Restore full
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OEM Backend

Fix
RD/ Vendor
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Protecting CASE
Eco System

Behind the Scenes
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]eep Cherokee & Tesla Remote Hacking

' Jeep Hack 2015 Tesla Hack 2016 & 2017
1)Setup Fake Hotspot I ﬁ
@ SSID: Tesla Guest
I A
=) v Receives 3)Load custom: .
% 1)Telnet unauthenticated Webpage :
telnet command ;
5)Root CID & 4)Trigger WebKit |= .
Vulnerabilities . 2)Automatically
: connected

k|
. port 6667
S e s & 2)Root Head unit . \

ECUs 6)Compromi A

se ECUs

©—0© ©—0©
0) TR
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BIVIW Remote Hacking

19

BMW Hack 2018 A

1)Setup Fake GSM base station

ﬁ
Send arbitrary
Head unit CAN messages

2)Hijack provisioning file \
3)Change accessing URL
4)Load Webkit (1]

Vulnerabilities
O O

5) Gain root
© 2021 Trend Micro Inc.

BMW Hack 2018 B

o
P o
A Fake GSM base station

Malicious SMS &
v

LastStateCall

Telematics Control Box
1)Wakeup 2)Cause
Buffer overflow

Send arbitrary
CAN messages




Exploit a vulnerability
in WebKit or other
software.

Access the
head unit.

Initiate an MitM
Wi-Fi connection.

1) OutS|de Connectlon ..... ...... 2) In_vehlcle Component Connectlng to OutS|de ...........................................................

If necessary, exploit an
operating system
vulnerability for root
privilege escalation.

—

base station unlock other ECUs. messages to ECUs.

—>

to finally get access to the ECUs
and then send arbitrary CAN
messages remotely.

Ci t check Gateway
Configuration issues in : ¢ Reprogram the CAN Lyl GOKS  modsrequied  pocess the CAN bus
: and upload modified €
mobile networks P bus gateway. . gateway.
firmware.
|
Mobile network attacks Target ECU unlocking \l' No gateway mods required

not required
In 100% of cases, attackers need

MitM with fake Reprogram and/or Send arbitrary CAN to create complex exploit chains

NN S SRR 3) In—vehicle Network .............................................
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eep/ Tesla Hack MITRE ATT&CK Matrix

Jeep Hack 2015 L Tesla Hack 2016 iers
stages act slages act
platiarms: Linux platiorms: Lirux
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Tesla Hack 2017

BMW Hack 2018
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®System Protection

- Vulnerability Scan

~ Trend Micro loT Security for Automotive

®
@ System Protection
L O@
- Safelist

Detection - Hypervisor Protection : 00
- loT Reputation Service etc. : @ o)

SMART PROTECTION
@Application Protection NETWORK

- Web Reputation Service
- Android App Security etc.

- CAN Bus ID validation
- Frequency check
- Payload structure check

- Payload sequence check etc.
23 | © 2021 Trend Micro Inc. L . " IB Eﬁl E
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~TMIS + XDR Deployment (reduce soc Effort)

o]
. o
AUTOSAR Trend Micro Managed XDR O
. Threat Experts Deliver: Detection Reporting, Sweeping, Hunting, SMART PROTECTION
ArChItECture Of a Root-Cause Analysis, Remediation Plan NETWORK
distributed onboard IDS . »
Trend Micro Vision One™
o\ . ) . )
Automated Detection, Sweeping, Hunting, Root-Cause Analysis ZERO DAY
INITIATIVE

Trend Micro

loT Security for e Trend Micro Data Lake
Automotive (TMIS) —

Intrusion Detection
System Reporter
(IdsR)

; <
@I'?EE'.?- | research

o Off-Board Security Event & Log
IdsR Mobile App
IdsM ' 3rd party data
Sensor Enterprise IT/ OT
Sem r Cloud/ backend system
TMIS OTA

I tcu

Intrusion Detection IdsM
System Manager Sensor
(1dsMm) Sem |
S |

CAN Bus Anomaly
Detection Sensor

Security Sensor

Gateway

Azure
[oT Edge

Security Event
Menory (Sem)

\
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- On-Board Inteligent Sensor (reduce bata volume)
f &b

Kernel lo

oQ

Process log Network log
System log

° e
(o) B
"
o TREND,
@ ’ MMMMM research ZERO DAY
TTTTTTTTTTTTTTT INITIATIVE

NNNNNNN

Delivery:

Detection Reporting, Sweeping,
Hunting, Behavior Analysis, Root-
Cause Analysis, Remediation Plan

Big Data
(> 40.52PB* )
~1M USD/Y on AWS

Sensor Improvement:

-99.35%

.. ) . .. ™
Critical Evidence Trend Micro Vision One

(267.42TB¥)

TMIS Sensor

/
Machine Learning Model, Threat
Expert Rules, HIDPS

[=] { \
*1M cars on the road/ year in U.S g | =
-

Critical Logs
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Search

- Search & Reporting

Trend Micro VSOC Bt Bxport v
Last 7 doys

Vehicle Location Attack Source

[+} [+)
-} Q
® @

Top 10 Trend Micro XDR Alerts

si

Hgagﬁwgi

Vulnerability Impact

Spyware:ca?dAwinshipway.com Spywarewrs21 winshipway.com WEB GHU Bash Remote Code Exec..  WEB GNU Bash Remots Code Exec. WEB GNU Bash Remote Code Exec..  app_name:OM-OthersMabware Fak

80% » % 3 99% 7 9M1% 3
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Micro Vision One for Vehicle-SOC

@  Trend Micro Vision One™ | workbench > WB-2-20201112-0000

Summary (]

Possible Tesla Hack 2017
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Trend Micro VSOC

Eot Export v
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Veticl Location

atack Source
[

e g
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Suspicious SSH session

Suspicious Bash Script Arguments

x Shell

Top 10 Trend Miere XDR Alerts
Suss  Scores  WorkoenchiD @ Model Severty s Created ¢
High

Critical

Detais 3

(objectRegistryData) /bin/bash ./dirty_cow

(objectRegistryValue) persistence

Vulnerability Impact

W Gy Bash

[ rT——
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Better Together

Industry Partner & Contribut
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indset Shift — OPEN — Better Together

CASE Vehicle
— is a massive system of systems

— is transforming into super high spec mobile PC with wheels and high-
speed connection

=> Transforming to system with vulnerabilities remote attacks are possible

Plan with “CYBER security” mindset
— Exclusivity Will Not Provide Protection | f § I
* Work across industries to learn how incidents can affect decisions

— Develop Automotive/IT Security Industry Partnerships

* Leverage lessons learned, implement best practices and share intelligence on
the research space

© 2021 Trend Micro Inc. ” IE E E E
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Research reports and vulnerabilities by Forward-Looking Threat Research (FTR) Team

*  Volkswagen Customer-Link App Protection *  Connected Car Vulnerabilities Affect the CAN
Mechanism Failure CAN Message Injection Standard
Vulnerability —  https://www.trendmicro.com/en_us/research/
—  https://www.zerodayinitiative.com/advisories/ 17/h/connected-car-hack.html
ZDI-18-214/
) TReND

A Vulnerability in Modern Automotive

ADVISORY DETAILS Standards and How We Exploited It

Technical Brief

Volkswagen Customer-Link App Protection Mechanism Failure CAN Message Injection

Vulnerability

CVEID
VS SCONE

AFFECTED VENDORS
AFFECTED PRODUCTS

VULNERABILITY DETAILS

e
research



https://www.trendmicro.com/en_us/research/17/h/connected-car-hack.html
https://www.zerodayinitiative.com/advisories/ZDI-18-214/
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Tesla Vulnerability Reported by Trend Micro’s ZDI it

. The Zero Day Initiative (ZDI) was created to encourage the

. e . . = e-Paper | Sunday Chronicle f 4 @ (: O icle
reporting of 0-day vulnerabilities privately to the affected _hronicle
. . . TECHNOLOGY, IN OTHER NEWS
vendors by financially rewarding researchers. )
. . . oo Take home a Tesla Model 3 at this year's
Pwn20wn 2019 wraps up with the first successful entries in PWn20wn
the automotive category. In all, we awarded $545,000 USD .
for 19 unique bug reports - and, of cou rse, the car itself. Published Jan 15, 2019, :16 pm IST Updated Jan 15, 2019, 8:20 pm IST
(»0 wol ¢ Ivlalinls]:
— e . ' - o = o 3 Tesla has announced that it is partnering with Trend Micro to offer up a Model 3 to be

TECHNOLOGY

Tesla Model 3's onbhoard browser
attacked successfully at Pwn20wn

L o e = - ~5F
Ay -

https://www.deccanchronicle.com/technology/in-other-

31
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https://www.cyberscoop.com/tesla-hacked-pwn-2-own-2019/
https://www.deccanchronicle.com/technology/in-other-news/150119/take-home-a-tesla-model-3-at-this-years-pwn2own.html

and so on

Vulnerabilities Cyberattack 1SO/SAE Thré;t Automotive
Affect the CAN againstITS 21434 Modeling Research
&recommend
K ation
PoC Record
&
. customer
Panasonic

Luy:oft
LN
A DXC Technology Company

i,

ijgi £

KGENIVI' ARARKAIYE
32
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/ ZERO DAY
INITIATIVE

18"‘ VIRTUAL
escar Europe

November 1 o 12,2020

www.escar.info

Research
Community
Engagement

Automotive Hacking
contest with Tesla

Invited talk about automotive
specific vulnerability
management at escar ZOZy

: . ‘:o::’ m THE \
Contribution I JasPar” alroiirye L] tinux
to Industrial GENIVI -
Consortium “‘-’-:} () Landiog iﬁﬁr—ﬁ
3 CRANTS akm
m The Osaka Chamber of Commerce and Industry
and so on



https://documents.trendmicro.com/assets/A-Vulnerability-in-Modern-Automotive-Standards-and-How-We-Exploited-It.pdf
http://blog.trendmicro.com/trendlabs-security-intelligence/connected-car-hack/
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/high-tech-highways-securing-the-future-of-transportation
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/high-tech-highways-securing-the-future-of-transportation
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/high-tech-highways-securing-the-future-of-transportation
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/iso-sae-21434-securing-tomorrows-connected-cars
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/iso-sae-21434-securing-tomorrows-connected-cars
https://www.youtube.com/watch?v=cO2ObIbGghw
https://www.escar.info/escar-europe.html
https://www.trendmicro.com/vinfo/us/security/news/internet-of-things/iso-sae-21434-securing-tomorrows-connected-cars
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time by Trend Micro. Created with real data
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